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Spyware

There are three things that really bug me.  The Stock Market, my kid’s messy rooms, and those annoying Pop-Up windows on my PC. I can’t do anything about the Stock Market and I’m still working on the kids, but I have found a solution for my PC. The solution is called Ad-Aware by Lavasoft and is available for free on-line.  I have installed this on my PC’s and found it to be very effective in hunting down and removing those pop-up windows.

Pop-ups are caused by the PC being infected with spyware, small attachments to other processes, especially Internet Explorer, but may also become part of other processes, such as email and registry files. This spyware is used by on-line vendors to track your internet activity and when your browser is open, send you any number of pop-up windows showing product ads and sometimes, unfortunately, inappropriate and unsolicited displays. Vendors also use the data collected by spyware to sell your email address and personal information, resulting in spam email, another annoying by-product of the Internet age. The more serious infections can open up your PC to use by others as a spam relay or as a storage device without your knowledge. These definitely will slow down your processing. Many of these vendors have reciprocating agreements so once you get one, you will most likely get many more. My PC had 40 of these spyware infections, my kid’s computer had over 100 and my nephew topped the list with just over 200.  

To rid your PC of these problem files you can download a copy of Ad-Aware from Lavasoft.com. To make it easier I have placed a copy on the company website in the download directory.   Here is how to install Ad-Aware.

1. Go to www.nsff.com/download   Click on the download file link found on the bottom of the main page.  This will open up a window showing the files available for download.

2. Click on the AAW.EXE file, this will open up a download dialog box, click on the option to save to disk, the download directory is not important as the download file is only temporary, I put mine in the folder called MyDocuments.

3. Once you have AAW.EXE, click on the file REFUPDATE.EXE and download it also.  REFUPDATE.EXE is a plug-in that allows you to download from the software manufacturer the latest list of known spyware files. This is similar to anti-virus definition files and should be updated regularly.

4. Now that you have both files you are ready to install, close your browser window, email application, and any other open process but stay connected to the Internet.

5. Go to the directory where you downloaded the files and click on AAW.EXE. This is a self-extracting executable and will prompt you for input. Use the default settings and allow the execution to complete. Ad-ware will place an icon on your desktop and will create a program group named LAVASOFT Ad-Aware.

6. Now click on REFUPDATE.EXE and allow it to install in the same installation directory as AAW.EXE. It will also create a program group but no desktop icon.

7. Go to Start – Programs – Lavasoft Refupdate and click on the update link 2.0 

      This will start the process to get the latest definition file.

8. Now you can run the Ad-Aware scan from the desktop or program group. Click on SCAN and follow the prompts, be sure to check mark the directories to be scanned. Scan them all.  The scan will show you the progress and display a list of infected files. Checkmark the files to be cleaned. I selected all files on all four of my PC’s without causing any problems. Click the confirm button to clean out these infections.

Along with your anti-virus software, update the spyware definition file weekly, and scan for infections, you’ll be glad you did.
Dr. Dennis J. Shilling, PhD.    

